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libc
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| | System Calls =]
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File Subsystem Process G
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Subsystem (1]
KERNEL < L] )
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Subsystem s
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| Login name |

Password

Home
Directory

\ \
\ \
\ \
N \ \
\ | \
\ \
AN \ \ \
N \ \ \
N \ \ \

User GECOS
Real Work Work Home
Name Address Phone Phone
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L44—<use1:name>
— lib
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— boot
— dev
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...........

— lib
—— mnt
—— root
— sbin
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A
L <username> —_—
I
e dm

\

<file>

Puc. 3.2

>
<
X
=
-
("
A
-
<
g
Q
>
Q
=
2
>
s
>
0
-
g
=
L")
o
o)
Q
XL
=
()
F
-
2
C
X
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Monsa

<field;><D><field,><D>...
<field;><D><field,><D>...
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MNong

<field;>[—_]1*<field,>[—_1*
<field;>[—_]1*<field,>[—_1*
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delimited-table
table
shellconfig

/etc/passwd

username:password:UID:GID:GECOS:home-directory:shell
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User
/etc/shadow
username:password:lastchg:min:max:warn:inactive:expire:flag
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Epoch
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+«lastchg—» max t
(1) () (3)
© @ ® >~
*————*ming————ﬂ ‘*———*warn————+-inactive %*
N expire T
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/etc/group

groupname:password:GID:member, member, member. ..
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/etc/gshadow
groupname:password:admin, admin. .. :member,member, member. ..
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shadow-params
passwd-shadow

/usr/bin/chage

/usr/sbin/usermod .
/usr/sbin/userdel

/usr/sbin/pwunconv

( /usr/sbin/pwconv

/usr/bin/passwd

—————
_+— profile AN
shrc \
bashrc
csh.login J

csh.cshrc /

- — -

ObwecncTemHbIn Npodunb

~_/etc/group

|/etc/gshadJ§7

/usr/sbin/groupmod

/usr/sbin/groupdel

/usr/sbin/groupadd

(—Coa,anme non b3OBaTeﬂﬂﬁ
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7 [ .profile N ,7 — .profile .
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\ —— .login / \ — .login /
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S\~ .logout 7 \\\‘—f.logout e
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profiles
passwd-shadow-utils
group-gshadow-utils

/etc/sudo.d

/etc/sudoers

/usr/sbin/visudo

> /usr/bin/sudo
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sudo

usr

— X11R6 | /etc/manpath.config |

Lman
| /usr/share/man/man?/*?.gz @

— share | /var/cache/man/cat?/*?.gz

L man

menl /usr/bin/mandb

— man?2

— man3

— manié

— man5 | /var/cache/man/index.* |
— mano

— man’/

— man8

g Gt
L

man
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man
whatis-apropos

MeTtapaHHble (i-node) #N >

/ o Ampubym 3HaueHue u

Type Regular File x

Access Mode TWXr——I-—- s

Owners root:root 3

ATime 03.04.2000, 16:30 x

MTime 03.04.2000, 16:30 L |

CTime 03.04.2000, 16:30 <

Counter 2 [aHHble u

T 1 I EAE ) Y S i i I I S 7

>

o))

Name i-node Puc. 8.1 E

MeTapaHHble (i-node) #M . M =
Ampubym 3HaveHue . X :
Type Directory B - file; N y =
Access Mode rWXr—-r--— { n
Owners root:root hardlink N —/ /—>|:| q
ATime 03.04.2000, 16:30 g o]
MTime 03.04.2000, 16:30 symlink K by
CTime 03.04.2000, 16:30 g -]
Counter 1 [aHHble o
Disk Blocks 27|68|46|23|89|54 | | | | | | | | o MeTtapgaHHble (i-node) #K w
2 2 2 : é * o Ampubym 3HayeHue m

Type Symbolic Link :

Access Mode IWXr——r-- s

Owners root:root m

Puc. 8.2 ATime 03.04.2000, 16:30 -

MTime 03.04.2000, 16:30 =]

| path | CTime 03.04.2000, 16:30 P4

[aHHble \ Counter 1 c

(TT 111 1] ksiods |7 [w [« o] o] >
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MeTtapaHHble (i-node) #K >
[mmmm e
Ampubym SHaqeriue | Input/Output Subsystem O
Type Device File | ;
| _minon_ X
Access Mode S S | major; s =
Owners root:root I IDE Driver == . 4
. | \__minor,
i .04, : L T
ATime 03.04.2000, 16:30 Device m
MTime 03.04.2000, 16:30 | Dispatcher minor; z
CTime 03.04.2000, 16:30 : -
c t 1 | TTY Driver |, <
ounter I major, \ minor, u
Major 23 e Q
Minor 3 —
Process; Process, -
MeTtapaHHble (i-node) #K Puc. 8.4 g
| -i Ampubym BHayeHue
: : Type Named Pipe z
| | Access Mode TWXr—-—T-— =
| Memory Buffer I :
| FIFO Owners root:root
: Simplex : ATime 03.04.2000, 16:30 >
: [ MTime 03.04.2000, 16:30 2
| : CTime 03.04.2000, 16:30 u
I Process Management Subsystem | Counter 1
L 1 s
Processs u
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MetagaHHbie (i-node) #K w
e 1
Ampubym SHadeHue | Process Management | o))
Type Socket | Subsystem | T
Access Mode rwWxr--r—- | Y [ s
. | |
Owners root:root | Memory Buffer I m
ATime 03.04.2000, 16:30 [ Multiplexing : -
: . I Duplex
MTime 03.04.2000, 16:30 | | H
- |
CTime 03.04.2000, 16:30 '
| A : 4
Counter 1 | c
____________ j_____________-l
v v v X

Processc Processc Processc
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open () read() write() close ()

— e (S2)
exec ()

Fi|e1

-

S| T
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Access Mode

N
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Posix Access Control List (pACL)

Access
Control List

SUID | SGID T

Default

Access

Control
List

% R W X % Owner (UID)
R
@
§ R W X //+ Group-Owner (GID)
<
h
R W X //4 Other
.
Mask
R w | x /{ as
ulG UID/GID R w X
Access Control Entry
uiG UID/GID R w X ] (ACE)
Default
DEFAULT | UIG UID/GID R w | x —] Access(icé”é;"' Entry
DEFAULT
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| Executable File

TEXT .

X

DATA A
{:

STACK

HEAP

\/
Virtual Memory
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|

Process
UMASK Environment |-
[ VAR, | [VARs ||
WD | VAR, | | VAR, |
PID PPID TTY |
SID PGID TPGID ||
NICE | pRy
—
RUID EUID
RGID EGID
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Y Y

Process Process
PID, PID,

exec (]

Executable Flle,

LOAD Libraries
Process| | Process Process
PID, COPY PID, PID,
3
Parent ‘ é Child é
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Process
PID, Parent Child
,,—Eork () Process Process
PID, PID,

SIGCHLD

Process
PI1D,

Process
PI1D;
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Process
PID,

Process PID,

SIGNAL SIGNAL

Handler Handler
> x
— —

KERNEL
N
é EVENT
Hardware
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Session (SID, TTY)

] SID=PGID;=PID; b\\::

Tob, PID, [ PID;
(TPGID=PGID,)
DATA DATA
ﬂ ol PGID,=PID, [
ctris\ = SIGQUIT
User trl+z SIGTSTP
ctrl+c SIGINT PIDs BRRAN
SIGTTIN
SIGTTOU
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POST

MBR
Loader

PBR
Loader

oS
Loader

SERVICES
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P
:

- — S
|z 1) 5 clients/servers
[a N T T B o =
C ale|(Flzl0o85 (2 (W29 ® DNS IMAP/POR-]
Appllcatlon n % 'E o S 8 (D,:) ﬁ % % % 2 library | FTP [ libraries | RPC+XDR
| x o % I library T libraries
- - <<
TCP/IP stack
Transport TCP UDP =5 o5
module module
- 3 -IP dul
InterNet lCMP IP g< ICMP modve IARP/RPRP
L | ARP/RARP g module module
drivers
Ethernet
Network Ethernet PPP
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1
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Bilpd |288¢) | |
= gL g 03|a 8 :
i
Y 1
1
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- ! L
il
module module
ICMP IP

/usr/bin/netstat
modu| ARP/RARP /usr/sbin/arp
" Ethernet PPP
driver driver

I |

/usr/sbin/tcpdump
/usr/sbin/traceroute /usr/sbin/ping
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/etc | /etc/sysconfig | ’

— services - i
e —network-scripts |
— protocols . '
— networks ifcfg-<interface-name>
—netmasks
- hosts — network
— static-routes

— resolv.conf
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| /etc @
—4 network | (E)

| /etc/init.d/networking }:
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network-scripts
ifup-ifdown
netconfigs

/
/
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s
/
/
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/

Client

Server
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sendmail
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Client

telnet
I:A:I | (

Client

Server
,
A inetd | | init |
TCP/IP ( ; 6
Network telnetd | | mgetty
Y
login | | login
shell | | shell
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| ROM o
POST Ii
E <) | - | BIOS x
Boot Boot | ROM Loader | - =
Floppy CD/DVD ] v Master Boot Record 4
m | R |/7 (boot media) o
v
| Loaser l\TBoot Filesystem A
PXE | (boot media) -y
Server | Kernel | <
! o
Installation [ Q
Source
=
: HDD, NFS, FTP, HTTP——» | m
| CDROM :
| ' . =
@ | Install [ : 3
WW : Options | <
|
gj | : | <
| =
— | L I
Administrator I Partitioning [ | O
YnpasreHue ycTaHo o : q
l | <
. i : A
: Selecting I L®)
[ Packages [ : (o)
: L : (17]
| Installing | Q
: Packages [ | =
|
| | S
: | ®
' |
: Postinstall [ I -~
| Configuration : =
|
| ¢ : 4
: | REBOOT | [ | c
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/etc/yum.conf
] /etc/yum/*

| - o

/etc/rpm/*

/bin/rpm /usr/bin/yum

| /var/lib/rpm/*
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_| /var/cache/yum/*

/var/lib/yum/*
REPOsitory >

( %
<packagename>.rpm
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CACHE )
CACHE ~
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.dsc .tgz .diff

o |
% /etc/apt/sources.list
P /etc/apt/sources.list.d/*
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1 f
ROM
POST BIOS
————!———42) -
ROM ROM
Loader | BIOS
@ CornacHo ROM BIOS NVRAM
WW 4 — Zero
MBR M;:(t)‘:r Bootstrapping
St
J_L Loader Record (B?)%T
Administrator i C5 Manager)
PBR | Boot Record 5 tFtirst _
MapameTpbl 3arpysku siopa Loader | (active partition) 0o Sstgggplng
Os : Active partition B Second
> tstrappin
Loader e
7
oS
Kernel Partition
v (g) | ROOTFS

/sbin/init 4‘ PID=1
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boot-process

| /etc/lilo.conf | | /boot/grub/menu.lst |
v
MBR -

~ ~ 1 /boot/grub/stagel
M~ —1 ~——gr—|«| /boot/grub/<fs> stagel 5
QR/ | /boot/map | ~ /boot/grub/stage2

OS Partition “™ 0Os Partition [*
N~ ~
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lilo
grub
mkbootdisk
mkbootflash

@,

[ /etc/inittab |~ @

X @

-~ /sbin/init [praasanana
pod T @ ¥
/ gbié/ mingetty

/etc/rc.sysinit '. /ete/[init.d]/rc <ID>

/sbig/mingetty
/etc/init.d/rcS (E) @ /sbin/mingetty
/etc/rc<ID>.d/K* stop /etc/rc<ID>.d/S* start /bin/login

L]

T '‘®
- ‘ <shell>

|
| /etc/sysconfig/<configfile> ‘0

| /etc/default/<configfile> |<a
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4| e i /sbin/service
sysconfig

<configfile> ./sbin/chkconfig

-~ ldefault <configfile> .
\ /usr/sbin/update-rc.d

— init.d
— rc<ID>.d <subsystem>
— rc.local K<XX><subsystem> <subsystem>

S<YY><subsystem> Sﬁﬁﬁm <subsystem>
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sysV-init
init.d-rc.d-tools

poweroff

runlevel 1
maintance mode
shutdown
runlevel s telinit 1
single user mode
runlevel O |

telinit s

runlevel 2,3,4,5
multiple user mode

telinit {21345}

runlevel 6
rebooting

reboot
telinit 6
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runlevels
init-tools

/sbin/init

A

Y, N emddee i
/sbin/shutdown . = *
/sbin/*getty <tty;>

2>

| /etc/nologin | <:>

—

/bin/login <username>

I I
————

[ © .

| /var/run/utmp |

<shell>

Linux Distributive v X.Y — —
Kernel 2.6.xx on an 1686 u:.
login: X ‘

g l /etc/issue |
Password:
Last login ... ;

ast ~ogin | /var/mail/$SUSER

You have mail.

. Message Of The Day ...

)

[user@host homedir]$

|/etc/motd

| /var/log/wtmp |
|/var/log/lastlog|

H /usr/bin/finger

e

ose/oin/soers)
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gettys

|
<3 . .
<applications>
A D] .
AL /usr/bin/getent
Authentication
/etc/pam.conf F— User 1 Tote) o f|
- uthirization - .
/etc/pam.d/<servicename> Information | cetc/nsswitch.con
T Accounting /\ ‘
_ PAM library NSS library
/lib/libpam.so.0 /1lib/libc.so.6
e i e Sty il |
| Plugable Name Service Switch
: Authentication modules |
| Modules ‘ /lib/secutiry/pam unix.so ’—\KH /lib/libnss_files.so.2 | I

‘ /1lib/secutiry/pam tcb.so }—\ 74| /1ib/libnss_tcb.so.2 |

|
|
|
| ... | /1ib/libnss_nis.so.2 | |
[ /1ib/1ibnss_winbind.so0.2 |
|
|
|
|

‘ /1lib/secutiry/pam winbind.so | -
‘ /1lib/secutiry/pam_ldap.so } - /1ib/libnss_ldap.so.2 |

etc/passwd F
etc/shadow |
/etc/group .
/etc/gshadow | ﬁ»,

NIS Domain LDA Directory
| /etc/tcb/* Servers Servers

Windows Domain
Control Servers
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nss-pam

/sbin/udevadm

. . | /etc/sysctl.conf |
<applications> P 7
<applications> @
@ System Calls
v (POSIX.1) v
/dev
[ /1ib/udev/rules.d |
[ [etc/udev/rules.d | ety File Subsystem Process
’ u Management

Scheduler

Input/Output
Subsystem

Network Drivers Virtual Memory

% méj ox > Disk Cache Management
- minor Subsystem

/sbin/modprobe Device Drivers

=

/bin/dmesg

Mouse
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kernel-tools

/etc/modprobe.conf
/etc/modprobe.d/*

/sbin/modprobe e L
module [
o J /sbin/insmod

| /lib/modules/<ver>/.../<module>.ko
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Partition; record
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Partitionzrecord
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/sbin/fdisk
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fdisk-partitions

| /etc/mdadm.conf |

Y

/dev/vo um
L

Mirroring (Duplexing) (RAID-1)

HDx
A t [
MD [ DATA

L —
Y 4 y

HDy

Puc. 18.36

MetaDisk A S >
Driver R dev/md?
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raid5
mdadm
linear
raid1
raid0

/sbin/pvcreate
/sbin/pvchange
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/sbin/vgimport
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mkfs-fsck-swap
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fstab
mount-umount
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dump

/etc/sysconfig/klogd
/etc/sysconfig/syslogd

<system services> \“ﬁ /etc/init.d/syslogd

|/etc/sys;og.conf|

<applications>

/usr/bin/logger System Logs
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syslog library . User
/dev/log—»
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Remote Server
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cron
syslog
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<application>

spooler

£
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filter (7> Ny

spooler
(QUEUE)
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Print Device
| ,| <SPOOLDIR> |
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/usr/sbin/lpadmin @
1PP /usr/bin/cancel
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/usr/sbin/reject
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